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Abstract:-Digital watermarking hide the copyright information
to the digital data through certain algorithm. It is just a
technology that helps protect multimedia contents from illegal
copying, manipulation and distribution problems by inserting the
ownership information to the digital multimedia content without
it been noticed by visual representation. From the literature
survey, it has been found that existing technique provide poor
results in case of attacks. Moreover the modification in CZT and
SVD is neglected by many researchers to improve the robustness
further. Also the use of standard CZT and SVD is easily
crack-able by the hacker or cracker. Therefore to overcome these
limitations, this research work proposed a new watermarking
technique based on the DWT in combination with the CZT and
negative selection algorithm based SVD. This algorithm combines
the advantages of these three transforms, therefore have more
robust results. The algorithm can help satisfy the robustness and
imperceptibility characteristics of a good watermarking algorithm
by greatly improving the visual quality of the watermarked image
and being robust against common signal processing operations
and attacks. Also the watermark scrambling by using the Arnold
transform has also be used to protect watermark further. Arnold
transform has changed the watermark in such a way that it
become meaningless for the hackers or crackers. Various kind of
multiple attacks has been considered to evaluate the effectiveness
of the proposed technique. The proposed algorithm has been
implemented and designed in MATLAB. The comparison has also
been drawn on the basis of various performance metrics in
existing and proposed technique. From the comparison it is clear
that the proposed algorithm outperforms existing technique.
Keywords: Image watermarking, CZT, Negative Selection
Algorithm, SVD.

I. INTRODUCTION
Watermarking is very effectual technology that does solve
much of the problems within a digitization project. By the
embedding of the Intellectual Property data with digital
object, the digitizer can reveal they are the creator and
distribute this information with every copy, even when the
digital object has been uploaded to a third party site. It can
also be utilized to find if a work has been tampered with or is
copied. Watermarking is the procedure of implanting
information named a watermark, into a multimedia object
such that watermark can be discovered in future to make a
proclamation about the object. The object can either be an
image, audio, video or a text document .The watermark might
contain additional information including the identity of
purchaser of a particular copy of the object. Based on the
DOI:10.17605/OSF.IO/YXVN5

purpose of the watermark, it is entrenched whichever visibly
or invisibly.
Digital Watermarking delivers a technique to implant
digital information into both digital and conventional media.
Information limited within the digital watermark can be
secondhand to augment value to a variety of techniques such
as associated content, security, info protection, copy
anticipation, authentication etc. A unique benefit of a digital
watermark is that the information is guaranteed to innovative
medium.
II. FEATURES OF DIGITAL WATERMARKING
Various features of watermarking are as follows:
Robustness: Robustness refers to that the watermark fixed
in data has the ability of existing after a variety of processing
operations and attacks. Then, the watermark must be robust
for general signal processing operation, geometric
transformation and hateful attack.
Imperceptibility: Watermark cannot be seen by human eye
or not be heard by human ear, only be detected through
special processing or dedicated circuits. It can be detected by
a certified agency only. Such watermarks are used for content
or author certification and for detecting illegal copier.
Security: A watermark system is said to be secure, if the
hacker cannot remove the watermark without having full
knowledge of embedding algorithm, detector and
composition of watermark. A watermark should only be
accessible by authorized parties. Watermark information
owns the unique correct sign to identify, only the authorized
users can legally detect, extract and even modify the
watermark, and thus be able to achieve the purpose of
copyright protection.
Verifiability: Watermark should be able to provide full and
reliable evidence for the ownership of copyright-protected
information products. It can be used to determine whether the
object is to be protected and monitor the spread of the data
being protected, identify the authenticity, and control illegal
copying.
Capacity and data payload: Capacity of the watermarking
system is defined as the maximum amount of information that
can be embedded in the cover work. The amount of
watermark bits in a message of data payload and the
maximum repetition of data payload of an image is the
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watermark capacity. Depending on the application some SVD has the capacity to efficiently represent the algebraic
watermarking methods require a data payload exceeding properties of an image. SVD techniques can be put on any
10,000 bits. A watermark does have high data capacity but type of images. If it's a dull scale image the matrix values are
have very low data payload.
believed as intensity values and it could be modified directly
or changes could be achieved after transforming images into
III. WATERMARKING TECHNIQUES
frequency domain.
Many watermarking techniques are available. But, the
Let A be described as a general real (complex) matrix of
following techniques are mostly used in image watermarking. order m×n. The singular value decomposition is these
These techniques are classified into two categories according factorization
to operation domain: Spatial and Transform domain methods.
A = U×S×
The spatial domain methods modify the original image's pixel Where, U and V are orthogonal (unitary) and S =diag (σ1, σ2,
values directly. But poor robustness against various attacks ..., σr), where σi, i = 1,…, r are the singular values of the
which was mostly linked with deprived properties of
matrix A with r = min (m, n) and satisfying: ≥ ≥ …… ≥
robustness. On the contrary, in the transform domain like,
wavelet transforms, discrete cosine transform and singular
value decomposition give more advantages and better C. Chirp Z-Transform (CZT)
CZT is actually an algorithm for appraise the z-transform of
performances in compare with spatial ones in the majority of
recent researches. Basically, a set of basic requirements is any signal. Z-domain switch characteristics is often factored
evaluated for a watermarking scheme to be effective. These directly into polynomials together with two poles as well as
needs categorize as follows: (1) imperceptibility, (2) zeros since its origins, exactly where two poles type the peak
robustness, (3) capacity. The following transform domain vitality power of the regularity selection as well as zeros type
the troughs with the regularity spectrum.CZT has got the
techniques are mostly used in image watermarking:
ability of assessing the z-transform with issues both equally
A. Discrete Wavelet Transform
It is utilized in a wide variety of applications of digital inside of as well as beyond your system circle. You'll find it
signal processing, like in audio and video compression and has got the ability of discovering the basic consistency, as it
removal of noise in audio. Wavelets do have their maximum could focus the analysed consistency selection that has a huge
energy concentrated in the time and are best suited for the resolution. A few of the principal putting on chirp z-transform
investigation of transient instant varying signal. To are:
understand the basic idea of the DWT focus on one 1. Development with poles.
dimensional signal. A signal splits into two parts, usually high 2. High definition, narrow-band consistency analysis.
frequencies and low frequencies. This process is continuing 3. Time frame interpolation as well as trial fee changing.
until the signal has been entirely decomposed. DWT is
favored, as it provides a simultaneous spatial localization in
D. Negative Selection Algorithm
addition to a frequency extend of the watermark in the host
When a new antibody is generated, the gene segments of
image. Hierarchical property of the DWT offers the different gene libraries are randomly selected and
possibility of analyzing a signal at different resolutions and concatenated in a random order. The main idea of this gene
orientations. To understand the basic idea of the DWT we expression mechanism is that a vast number of new antibodies
focus on one dimensional signal. A signal splits into two parts, can be generated from new combinations of gene segments in
usually high frequencies and low frequencies. This process is the gene libraries.
continuing until the signal has been entirely decomposed.
However, this mechanism introduces a critical problem.
Advantages of DWT
The new antibody can bind not only to harmful antigens but
1. Permit high-quality localization in time and spatial
also to essential self cells. Therefore, the negative selection
frequency domain.
stage of the human immune system is important to assure that
2. Superior compression ratio which is related to human
the generated antibodies do not to attack self cells.
perception.
How it works:
Disadvantages of DWT
This algorithm consists of three phases which are defining
1. Cost of computing may be higher.
self, generating detectors in addition to monitoring the
happening of anomalies. It regards the profiled normal
B. Singular Value Decomposition
patterns as „self‟ patterns. In the second phase, random
SVD is just a linear algebra technique used to resolve many
patterns are generated which are compared to every self
mathematical problems. It is a strong watermarking scheme
pattern defined in the earlier phase. In case any randomly
for audio signals. SVD has been employed for different image
generated pattern matches a self pattern, this pattern fails to
applications. Such as for instance compression, hash
become a detector and thus it is removed. Otherwise, it
extraction in addition to watermarking of image. In
becomes a „detector‟ pattern and monitors consequent
applications of image watermarking, the singular values of the
profiled patterns of monitored system. During the monitoring
host image are adapted to be able to embed the watermark.
DOI:10.17605/OSF.IO/YXVN5
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stage, if a „detector‟ pattern matches any newly profiled increased. Different requirements which have taken into
pattern, it is then taken as that new anomaly must have come consideration are Hamming and cyclic codes. Here the
about in the monitored system.
protected and embedded watermarked image has regarded as
being encountering an AWG noise while transmission. This
IV. LITERATURE SURVEY
paper seen that the SNR and PSNR of the watermarked image
Chandra Mohan, B. et al. [1] proposed a unsighted even in AWGN channel have better when logo has coded
watermarking scheme based on the discrete wavelet transform before embedding. Also this paper observed that hamming
in addition to singular value decomposition. Singular values codes SNR and PSNR has much more superior to cyclic
(SV‟s) of high frequency (HH) band are used to optimize codes. C., E., Xenos et al. [6] presented hybrid watermarking
perceptual clearness and forcefulness constraints. Although scheme for verification which demonstrate forcefulness
most of the SVD-based schemes prove to be robust, little against attacks. Owing to the dissimilar nature of filter and
concentration has been paid to their security feature. geometrical attacks, two different watermarks have used in
Therefore, introduced a signature based authentication this scheme. The first one has entrenched in frequency domain
mechanism at the decoder to improve security. Resulting joint with a chaotic function ad dependent on the method of
unsighted watermarking scheme is secure and robust. Foo, the correlation. The subsequent watermark has entrenched in
S.W., et al. [2] offered a new normalization-based solid photo luminosity histogram. In this manner, this scheme of hybrid
watermarking structure that involves SVD and DCT watermarking combined the forcefulness of chaotic domain
techniques. For any offered structure, coordinator photo has against noise, filtering and compression attacks with the
1st normalized with a standard style in addition to divided into forcefulness of histogram domain next to geometrical attacks.
non-overlapping photo blocks. SVD has put on each one K.M.Singh et al. [7] presented a hybrid digital image
block. By way of concatenating the primary singular values watermarking based on Discrete Wavelet Transform (DWT),
involving next blocks of normalized photo, a new SV obstruct Discrete Cosine Transform (DCT) and Singular Value
is definitely obtained. DCT has in that case executed to the SV Decomposition (SVD) in a wind order. From DWT choose
blocks to create SVD-DCT blocks. Some sort of watermark the high band to embed the watermark that services to add
bit has embedded into the high frequency band of a new more information, gives more invisibility and forcefulness
SVD-DCT obstruct simply by imposing a unique relationship against some attacks. Such as geometric attack. Wind method
between a couple of pseudo-randomly picked out DCT has applied to map DCT coefficients into four quadrants that
coefficients. An adaptive frequency mask provides to modify represent low, mid and high bands. Finally, SVD has applied
neighbourhood watermark embedding strength. Watermark to each quadrant. Liu, G., Dong, Z., Yang, et al. [8] has been
extraction entails mostly inverse process. A watermark discussed some characters of CZT about reliability for
removing method has sightless in addition to efficient. monotone frequency signals. The CZT error decreases once
Experimental benefits have been shown which the quality the testing time raises, and fluctuates routinely and
deterioration involving watermarked photo brought about by diminishingly until reaches the resolution. The error
way of the embedded watermark has creatively transparent. distribution has linked to the original stage of the tested
Benefits in addition demonstrated which the offered structure signal. The spectral benefits have around shaped for 2
has solid versus many photo handling business in addition to orthometric signals. A new frequency studying approach,
geometrical attacks. Lai, C.,Tsai et al. [3] proposed a hybrid orthometric average chirp-z change (OACZT), has presented
image-watermarking scheme based on DWT and SVD. In this to analyze the energy basic frequency more exactly.
approach, the watermark has not embedded directly on the Simulation benefits have been found that the reliability of
wavelet coefficients but rather than on the elements of OACZT has about 0.003Hz with testing time of 0.2s, much
singular values of the cover image‟s DWT sub bands. better than CZT by having an reliability around 0.1Hz.
Experiment results have been provided to demonstrate that H.Miyatake et al. [9] has been presented a robust hybrid
the proposed approach is able to survive a variety of watermarking method apply to color image for verification,
image-processing attacks. Dejey, D., Rajesh, et al. [4] mixed which presents forcefulness against several distortion.
discrete wavelet transform-fan beam transform (DWT-FBT) Because of the various character of popular indicate
has been explored as a brand new possible domain for colour processing and geometrical problems, two various processes
image watermarking. Both schemes proposed in the mixed for set in a same watermark are used in that method. In the
domain are wavelet fan beam watermarking on luminance and initial one, the luminance portion data has applied to set in the
chrominance and wavelet fan beam watermarking on watermark bit sequence in to the magnitude of the center
chrominance alone. After the application form of DWT on the wavelengths of the DFT. In the 2nd one, a picked region of 2D
host image and after cautious collection of the suitable group histrogram poised by blue-difference and red-difference
of wavelet coefficients for applying FBT, watermarking has chrominance parts has modified based on the watermark bit
done by transforming the fan beam altered coefficients. sequence. The experiment results have shown that the
Anjum, S.R. et al. [5] shown that if the logo has coded using proposed method provides toughness against several signal
error correcting codes before being embedded into the processing operations, geometric distortion, and photo editing
watermarked image the robustness of the watermark has
DOI:10.17605/OSF.IO/YXVN5
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and combined distortions. The contrast with the earlier
V. PROPOSED ALGORITHM
reported methods based on different techniques have also A. Embedded Algorithm
provided. Mary Agoyi., et al. [10] introduces a novel
1. Apply DWT to the original image I to decompose it into
watermarking scheme on the basis of the DWT)in conjunction
with the chirp z-transform (CZT) and the SVD. Firstly, the sub bands as LLLHHLHH = DWT(I ).
image has decomposed into their frequency sub bands by 2. Compute the CZT of the high-frequency sub band HH as
utilizing 1-level DWT. Then, the high-frequency sub bands given in eq I2 = CZT(HH).
3. Apply NSA based SVD to I2 to further decompose it as
have developed into z-domain by utilizing CZT. Afterward by
USV where U and V are the orthogonal matrix of the
SVD, the watermark has put into the singular matrix of the
decomposed original image, and S is the diagonal matrix with
transformed image. Finally, the watermarked image has
the higher entries of the decomposed original image.
obtained by utilizing inverse of CZT and inverse of DWT. 4. Apply Arnold transform and scrambled watermark to
This algorithm mixed the benefits of three algorithms. The watermark image, W, to decompose it as [U1S1V1] where U1
result shows that the algorithm is imperceptible and effective and V1 are the orthogonal matrix of the decomposed
to many problems and indicate processing operations. watermark image, and S1 is the diagonal matrix with the
Umaamaheshvari, A., and K. Thanushkodi [11] displayed the higher entries of the decomposed watermark image. W stands
book process according to convolutional rule to improve for the watermark image to be decomposed.
robustness of the set watermark. Your watermarking has 5. Modify the singular value of the decomposed image with
desired inside low rate band of your individually distinct the singular value of the watermark image using a scaling
Wavelet Change (DWT) and consequently it can decline to factor α which controls the strength of the watermark to be
receive
your
break
down
associated inserted given S2= S + αS1.
with photograph processing. Your Haar wavelet filtration 6. Combine the orthogonal matrixes of the decomposed
systems tend to be desired with the DWT breaking down to original image with the modified singular value matrix
give recovered end result inside embedding process. Listed as given I3 = U S2VT.
here your embedding approach did with all the heavy 7. Compute the inverse CZT of I3 to give the modified high
accessory principle had been basically along with the instance frequency sub band as given in HH2 = iCZT(I3).
the location where the sponsor photograph seemed to be 8. Apply the inverse DWT to the decomposed images, using
obtainable in the removal, so, sponsor invasion was not the the modified HH2 instead of HH to get the watermarked
image as Wm = iDWT(LLLHHLHH2).
problem. If they used Inverse Individually distinct Wavelet
Change (IDWT) in the removal cycle your
watermarked photograph might be retrieved. Your overall
performance
associated
with
purposed watermarking approach has projected while using
variables associated with PSNR, MSE, SSIM, Connection,
plus Entropy. Experimental benefits demonstrate this
suggested watermarking technique has better in comparison
with the prevailing method. Moniruzzaman, Md et al. [12]
planned your breakable watermarking plan based upon
topsy-turvy system. Two dimensional Arnold's kitty chart has
been utilized to enhance the protection on the
planned watermarking scheme. Arnold's kitty chart has
responsive to the initial values. This specific chart has
uniquely employed to get the scrambled photograph through
shuffling this pixel roles on the number photograph. As a
result the volumes of iterations in addition to the initial
valuations
which
will
purchase
to
acquire
scrambled photograph bring secret keys. The actual planned
plan offers great safety measures; components watermark
commencing this meddled photograph as well as localizes
Fig 1: Block diagram of the proposed embedding algorithm
these meddled areas. Fresh outcomes of planned process have
already been compared with other present a couple B. Extracted Algorithm
topsy-turvy
procedure
primarily 1. Apply DWT to the original image I to decompose it into
based watermarking schemes. Starting this trial and error sub bands as given in Eq. LLLHHLHH = DWT (I).
effects this can be seen how the planned watermarking plan 2. Apply DWT to the watermarked image I3 to decompose it
offers improved effects in comparison with other chaos into sub bands as given in Eq. LL2 LH2 HL2 HH2 =
DWT(I3).
primarily based watermarking schemes.
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3. Compute the CZT of the high-frequency sub band HH of
the decomposed original image as given in Eq. I2 = CZT(HH)
4. Compute the CZT of the high-frequency sub band HH2 of
the decomposed watermarked image as given in Eq. I3 =
CZT(HH2).
5. Apply NSA based SVD to I2 to further decompose it as
follows in [USV].
6. Apply NSA based SVD to I3 to further decompose it as
Fig 4: Watermarked Image
follows in [US2V].
7. Apply NSA based SVD to watermark image W to
decompose it as follows in [U1 S1 V1].
8. Subtract the singular value of the decomposed original
image from the singular value of the decomposed
watermarked image and divide the values by the scaling factor
α to obtain the singular value of the watermark image. This is
given in Eq. S3 = (S2 − S)/α .
9. Combine the orthogonal matrixes of the watermark image
with the obtained S3 to give the extracted watermark image.
Fig 5: Encrypted watermark of Proposed Technique
This is given in Eq. Ww = U1S3V1T .

Fig 6: Watermarked Image of Proposed Technique

Fig 7: Extracted watermark of Proposed Technique without any
attack

Fig 2: Block diagram of the proposed extracting algorithm

VI. EXPERIMENTAL RESULTS
Fig.3 is showing the cover image and fig.4 is showing the
watermark image. The objective is to combine relevant
information from multiple images into a single image that is
more informative and suitable for both visual perception and
further computer processing.

Fig 8: Extracted watermark of Proposed Technique after
Gaussian noise attack

Fig 9: Extracted watermark of Proposed Technique after
Median Filter attack

Fig 3: Cover Image

DOI:10.17605/OSF.IO/YXVN5

Fig 10: Extracted watermark of Proposed Technique after
Histogram attack
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Table 1: Root Mean Square Error Evaluation
COVER IMAGE
WATERMARKED
EXISTING
PROPOSED
IMAGE
TECHNIQUE TECHNIQUE
RESULTS
RESULTS
HYDRANGEAS
1
0.8905
0.2888
STRAWBERRIES

LOGO1

0.9688

0.3195

CAKE

LOGO2

0.6063

0.2265

POMEGRANATE

ADESH

0.9086

0.3473

CHRYSANTHEMUM

PUNJABI

0.9055

0.3107

BABY

ARROWS

0.6655

0.2805

SUNSET

WATER

0.9281

0.2297

SEA

POLY

0.3267

0.2885

WARNING

HELLO

0.7781

0.2873

SPARROW

STAR

0.8712

0.3005

Fig 11: RMSE Analysis

COVER IMAGE

HYDRANGEAS

Table 2: PSNR Evaluation
WATERMARKED
EXISTING
IMAGE
TECHNIQUE
RESULTS
1
32.8051

PROPOSED
TECHNIQUE
RESULTS
39.3362

STRAWBERRIES

LOGO1

32.3169

38.7498

CAKE

LOGO2

35.0345

40.7454

POMEGRANATE

ADESH

32.6886

38.2655

CHRYSANTHEMUM

PUNJABI

32.7084

38.9121

BABY

ARROWS

34.4943

39.5034

SUNSET

WATER

32.5658

40.6621

SEA

POLY

38.6204

39.3413

WARNING

HELLO

33.5881

39.3658

SPARROW

STAR

32.9328

39.1057

Fig 12: PSNR Analysis
Table 3: MSE Evaluation
COVER IMAGE

WATERMARKED
IMAGE
1

EXISTING
TECHNIQUE
RESULTS
0.7931

PROPOSED
TECHNIQUE
RESULTS
0.0834

HYDRANGEAS
STRAWBERRIES

LOGO1

0.9385

0.1021

CAKE

LOGO2

0.3676

0.0513

POMEGRANATE

ADESH

0.8256

0.1206

CHRYSANTHEMUM

PUNJABI

0.8200

0.0965

BABY

ARROWS

0.4429

0.7876

SUNSET

WATER

0.8613

0.0528

SEA

POLY

0.1067

0.0832

WARNING

HELLO

0.6054

0.0825

SPARROW

STAR

0.7589

0.0903

Fig 13: MSE Analysis
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COVER IMAGE

HYDRANGEAS

Table 4 BER Evaluation
WATERMARKED
EXISTING
IMAGE
TECHNIQUE
RESULTS
1
0.0265

PROPOSED
TECHNIQUE
RESULTS
0.0254

STRAWBERRIES

LOGO1

0.0269

0.0258

CAKE

LOGO2

0.0248

0.0245

POMEGRANATE

ADESH

0.0266

0.0261

CHRYSANTHEMUM

PUNJABI

0.0266

0.0257

BABY

ARROWS

0.0256

0.0253

SUNSET

WATER

0.0267

0.0246

SEA

POLY

0.0225

0.0254

WARNING

HELLO

0.0259

0.0254

SPARROW

STAR

0.0264

0.0256

Fig 15 MSSIM Evaluation.

COVER IMAGE

HYDRANGEAS

Fig 14 BER Evaluation
Table 5 MSSIM Evaluation
WATERMARKED
EXISTING
IMAGE
TECHNIQUE
RESULTS
1
0.9998

PROPOSED
TECHNIQUE
RESULTS
0.9995

STRAWBERRIES

LOGO1

0.9998

0.9995

CAKE

LOGO2

0.9998

0.9995

POMEGRANATE

ADESH

1.0000

0.9994

CHRYSANTHEMUM

PUNJABI

0.9999

0.9994

BABY

ARROWS

0.9999

0.9996

SUNSET

WATER

0.9999

0.9999

SEA

POLY

0.9999

0.9999

WARNING

HELLO

0.9998

0.9995

SPARROW

STAR

1.0000

0.9995
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Table 6: Evaluation of NCC for Gaussian Noise, Median Filter,
Random Noise, Without and Histogram Attack

VII. CONCLUSION AND FUTURE SCOPE
The security and authenticity issues of digital image are
becoming popular than ever, due to the rapid growth of
multimedia and Internet technology. On Internet, digital
images are easily and widely shared among the different users
at different geographical places. Image watermarking
schemes are used to protect the digital images. Watermarking
is the process to hide some data which is called watermark or
label into the original data(image, audio or video) such that
watermark can be extracted or detected later to make an
assertion about the object. Watermarks of varying degree of
visibility are added to presentation media as a guarantee of
authenticity, quality, ownership and source. To overcome the
limitations of earlier techniques a new technique is proposed
based on the DWT in combination with the CZT and negative
selection algorithm based SVD in this dissertation. This
algorithm has combined the advantages of these three
transforms, therefore have shown more robust results. The
algorithm has help to satisfy the robustness and
imperceptibility characteristics of a good watermarking
algorithm by greatly improving the visual quality of the
watermarked image and being robust against common signal
processing operations and attacks. Various kind of attacks
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will be considered to evaluate the effectiveness of the
proposed technique. The comparison has been clearly shown
that the proposed technique outperforms over the available
techniques.
In near future we will propose a modified SVD based
watermarking to enhance the results further. And also we will
use embedding ++ to enhance the security further. However
further enhancement will also be done by implementing the
proposed algorithm in real time environment. Also some more
attack will be considered to evaluate the performance of the
proposed algorithm further.
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