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Abstract— In this survey paper we proposed more dominant
scheme for conceal text in image, audio and video in place of
hiding scheme that can additional diminish the size extension of
the entrenched consequences . Propose an irreversible data hiding
method that has high hiding volume and a acceptable bite rate
support on VQ images. getting better reliability of the
authentication schemes and elevate their security consciousness.
we recognize the accepted attackers (that believe dissimilar levels
of alteration to output an attacked image), create their winning
circumstance, and develop their replica. Message hiding in image
,audio, video we proposed fuzzy genetically straight Clustering
based on Fuzzy C-Means Clustering(GSCFCMC) algorithm. The
data is protected by embedding description which is measured as
authentication information to embed into non-overlapped blocks
with the LSB replacement. In order to get better the multimedia
quality, a customized scheme is used for embedding the
characteristic values in every block.

Index Terms— VQ images, PSNR, LSB, Fuzzy C-Means
Clustering Algorithm, GSCFCMC.

I. INTRODUCTION

With the ever-growing quantity and accessibility of digital
multimedia data in the WWW, a number of apprehension
concerning its authenticity and security have been elevated.
Respond these questions have grown to be still more
complicated as digital processing tools continue developing.
As a consequence, scheme to establish the multimedia data
integrity [1] and authenticity have happen to the focus of a
assortment of research. There are two major scheme based on
digital signatures and a different based on digital
watermarking [3][4].

In the primary case a hash function is use to produce the
digital signature, which in revisit is embedded in the image
itself. If a malicious attack has been approved out, the
signature is cracked and the image is deem not authentic. The
major disadvantage of those schemes is their incapability to
restrict the attacked area of the image. One of the primary
Methods to authentication and tamper detection, base on
watermarking was proposed [2][3]. In that scheme, the
complete image is separated into 8x8 blocks. The checksum
of every block, strong-minded from the seven most important

bits of pixel grey levels is after that embedded in the LSB
(least-significant bits) bit plane of the block. The foremost
drawback of this scheme is that every block is separately
validate, which resources that swapping two blocks would at a
standstill consequence in an authentic image. Li Jing [2] has
proposed an improvement of the block-wise authentication.
Through the utilize of a public key encryption. A signature is
construct from the seven nearly all significant bits of pixels
collective with a watermarking image, encrypted with the
public key and to conclude embedded in the LSB bit plane of
the block. This scheme is vulnerable to vector quantization
attacks. [3] Proposed an enhancement [8] where message
index and block index are added in the hash generation. An
enhanced method has been recommended where a
hierarchical tree is construct by recursively separating the
image into 2x2 blocks for a predefined tree depth. The block
signatures are generating relying on the hierarchy, where
slighter blocks have part of their parents’ signature. This
signature creation and verification in the uppermost levels of
the hierarchy avert the vector quantization attacks and the
hierarchy creation does not rely on an a-priori information of
index of any variety. a dissimilar collection of schemes for
image authentication and tamper detection do not rely on
block-wise separation of the image in order to escape the
block swapping, vector quantization and collection attacks.
There the look-up table is return by a neighboring
pixel-cipher producer, thus creation it extremely complicated
to reverse-engineer the embedding procedure. In the current
paper, we would like to exhibit a dissimilar methods Message
hiding in image, audio, video we proposed fuzzy genetically
straight  Clustering based on  Fuzzy C-Means
Clustering(GSCFCMC) algorithm. The data is protected by
embedding description which is measured as authentication
information to embed into non-overlapped blocks with the
LSB replacement. The watermark is creating from a binary
image with the same dimensions as the host image.

Il. COMPARATIVE STUDY

Topics Algorithm

Technology

Year

Information Hiding Based
on Block Match Coding

Block match coding,

vector quantization,

test images of size 512x512
employed as the training images or
cover images. The codebooks of

Jiann-Der Lee[2013]IEEE
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for Vector
Quantization-Compressed
Images

SMVQ technique

sizes

128, 256, 512, and 1024 with
codeword of 16 dimensions were
trained by the LBG algorithm,

A Novel Scheme for
Semi-fragile Video

watermarking, Semi-fragile,
Feature

Turbo code can improve the
robustness of watermark and

Li Jing[2012]IEEE

Watermarking Based on

Multi-feature Extraction extraction, Turbo codes, DCT

decrease the false alarm rate, the
scheme can satisfy the

Perceptual requirement.

Efficient Genetic Algorithm | Digital Watermarking, Digital
based Image Watermarking | Wavelet Transform (DWT),
using DWT-SVD Singular Value Decomposition
Techniques (SVD), Genetic Algorithm

(GA)

We go through the numerous tests
on image with size 512 x 512.

POONAM in at al[2012]

A self recoverable block-wise
Fragile watermarking scheme
Using histogram segmentation

Self Recoverable
Block-Wise Fragile
Watermarking

Scheme based on Histogram
Segmentation

256x256 as host image from the
slandered Image database and pass
them into watermark embedding
algorithm. First we discuss about
lena image, due to watermark
embedding PSNR value for lena
image is 34.3 dB

S Shivani, A K Patel inat
al[2011]

A Novel Video
Steganography based on
Non-uniform Rectangular
Partition

Video Steganography; Image
Steganography;
Non-uniformed rectangular
partition; LSB

all kinds of PSNRs are larger than
28dB.

ShengDun Hu, KinTak U[2011]

A Chip-Based Watermarking
Framework for Color Image
Authentication

proposed chip as BLIND
CHIP,

Watermarking, fragile, LSB, blind
extraction, BLIND CHIP.

Soumik Das, ina t al[11]

Data Hiding in Encoded
Video Sequences based on
H.264

Context Adaptive Variable
Length Coding (CAVLC).
H.264; Inter coding

CAVLC is applied in residual data
coding of luminance and
chrominance [10]. The residuals
could express below characters after
being converted and quantified: the
nonzero coefficients of the 4114 data
being predicted, converted

Xiaoni Lil, Hexin Chen in at
al[10]

I1l. PROPOSED METHODOLOGY

our work is concerted on the use of genetic straight
clustering in data hiding scheme, we have also seen a
quantity of work where researchers have functional genetic
algorithms to optimize some characteristic of data hiding
Method . our scheme have been functional in vigorous
Steganography Method in organize to get better robustness
and/or imperceptibility. Their use has been explore in the
fragile  Steganography Method for improving the
imperceptibility of data hiding as robustness beside
exploitation have proposed a text hiding in image audio video
Method scheme using a simple genetic algorithm. They
oppressed block edge characteristics of the original image to
verify whether the received image preserve the same
attributes or not. The edge information is use as a fitness
value in the simple for message coding. novel strings are
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shuffled arbitrarily and then inserted into the least significant
bits of the innovative image .correlation among important
DCT coefficients and user distinct thresholds comprise the
. GA was engaged to discover near optimal position for
embedding authentication data. In the development process,
the embedding positions are replicated as chromosomes. The
nearly optimal embedding positions are then obtained by
natural selection that employ Mean Square Error (fitness
function) and GA operators.

In this work, we propose a description authentication
scheme for color palette images which hides together text and
key in color cover image with Discrete Wavelet Transform
(DWT) and GSCFCMC. This method kind and clusters every
colors by color uniqueness. The image is protected by
embedding features which is deliberate as corroboration
information to found into non-overlapped blocks using the
LSB substitute. The investigational consequences exhibit that
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the embedded outline when only LSB algorithm is use, the
PSNR value of the image is 24 db. In arrange to get better the
image value; a customized thought is used for embedding the
quality values in every block. When an embedding bit of the
feature value is dissimilar from the least significant bit of the
block index, the index could be substitute by a new index
which belongs to the equal color cluster and has the same
embedding bit as the original bit. We recommend an
irreversible data hiding scheme for color palette image, which
enhance the embedding capacity devoid of perceptible image
distortion. way into each block in a single pass period.

Input: dataset

¥

arbitrarily initialize n
(population dimension)
situate of C cluster centers

estimate fitness value for every chromosome of P
and exchange every constituent of population to binary gray code.

be appropriate K-fold (k=2)
Tournamentselection
be appropriate 2-point crossover on
every of C cluster midpoint of matting
couple

be appropriate Mutation
process

utilize exclusiveness and the most excellent offspring
produce from preceding
process to generate a original population of size P

analyze fitness importance
forevery chromosome of P

highest
Gen
achieve

false

productivity cluster center for most excellent inhabitant
associate of the incurable population

Fig 1: GSCFCMC
The intend of a steganographic arrangement can be
classified into spatial domain technique and transform domain
technique. In spatial domain, the processing is feasible on the
image pixel values immediately. The benefit of these methods
is effortlessness. The disadvantage is diminutive potency to
bear signal processing operation. Least Significant Bit
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Insertion methods, Palette based methods below this group. In
transform domain methods, the most important step is to
transform the cover image into dissimilar domain.
Transfigured coefficients are then process to hide the private
data. These misrepresented coefficients are transfigured back
into spatial domain to get stego image. The improvement of
transform domain methods is the high effectiveness to face
signal processing operations. though, methods of this type are
computationally complex. Steganography methods using
DCT, DWT, DFT, (Discrete Cosine Transforms), (Discrete
Fourier Transforms) come below this category.
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Fig 2: VQ images hereditarily direct clustering based on
FCMC

In audio steganography, secret text is embedded into
digitized audio signal which consequence small altering of
binary sequence of the consequent audio file. There are
numerous technique are obtainable for audio steganography.
They are, LSB Coding, Phase Coding, Spread Spectrum, and
Echo Hiding

Video files are usually consists of images and sounds, so
mainly of the applicable techniques for hiding data into
images and audio are also appropriate to video media. In the
container of Video steganography sender sends the
clandestine message to the beneficiary using a video sequence
as cover media. Optional secret key K know how to as well be
used throughout embedding the secret message to the envelop
media to create stego-video. Subsequent to that the
stego-video is converse over public channel to the receiver.
At the receiving end, receiver uses the secret key all along
with the extracting algorithm to extract the secret message
from the stego-object. The innovative cover video consists of
frames correspond to by Ck(m,n) where 1 £ k £ N. ,,N* is the
entirety number of frame and m,n are the row and column
index of the pixels, correspondingly. The binary secret
message denotes by Mk(m, n) is entrenched into the cover
video media by adapt it into a signal. Architectural diagram of
the proposed system. The video is capture and display using
graphical user interface (GUI).
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Payload|(Text —
message) Encryption

Embedding
algorithm

StegoVideo

Fig 3: video hiding scheme

Motion vector is flexible based on luminance and
surrounded with lowest luminance values. The video is
rehabilitated into frames. An text is embedded into the video
and transformation is used for scrambling the text. Another
time frames are rehabilitated into video and the hidden text is
extracted from the stego video. Motion judgment is the
process of formative motion vectors that explain the
transformation from one another; frequently from
neighboring frames in a video sequence. The motion vectors
might communicate to the whole text (global motion
estimation) or precise parts, such as rectangular blocks,
random shaped patch or even per pixel. The motion vectors
might be representing by a translational methods a lot of other
models that can estimated the motion of a real video camera,
such as rotation and. In this work video steganography is
achieve by using RSA algorithm, edge detection technique
and LSB algorithm. Edge detection is the preliminary step in
object recognition. This edge detection method is used to
recognize the edge in the cover image by with prewitt and
canny edge detection method. Then the secret message is be
encrypted by using RSA algorithm and embedded the secret
message with the LSB algorithm and then presentation is
intended by using PSNR. Though RSA algorithm is the best
encrypted mechanism since if the attacker find the video and
decode the video, the attacker can merely obtain the cipher
text not the innovative secret message. So the RSA algorithm
provide added secrecy and privacy. The PSNR value used to
signify recreate video performance ratio for prewitt and canny
edge detection technique. The canny edge detection algorithm
achieve better than prewitt edge detection algorithm and
devoid of edge detection mechanism. Since, canny algorithm
is flexible to various environments. Its parameters permit it to
be tailored to recognition of edges of contradictory
characteristics depending on the meticulous requirements.

Image security becomes increasingly important for many
applications, e.g., confidential transmission, video
surveillance, military and medical applications. For example,
the necessity of fast and secure diagnosis is vital in the
medical world. Nowadays, the transmission of images, audio
video is a daily routine and it is necessary to find an efficient
way to transmit them over networks. To decrease the
transmission time, the data compression is necessary. The
protection of this multimedia data can be done with
encryption or data hiding algorithms.
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Fig 4: data extraction technique

IV. CONCLUSION

The proposed method is establish to have lower distortion
to the excellence of the image audio, video and lower data size
enlarge. Image can be partition adaptively by subsequent the
non-uniform rectangular partition algorithm. The divider
codes find can be used to rebuild the original image
approximately. A novel image steganography algorithm is
genetically straight Clustering based on Fuzzy C-Means
Clustering (GSCFCMC) algorithm. Also this survey paper
discuss about a novel secure large-capacity uncompressed
video steganography algorithm support on that image
steganography algorithm.
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