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   Abstract: This project aims to create a new version of TCP 

that maintains high throughput when reordering occurs. That 

new version of TCP is TCP-PR ( Ref.no IEEE/ACM 

Transactions on IEEE 2006). The design of TCP’s error and 

congestion control mechanisms were based on premise, that 

packet loss is an indication of network congestion Packet 

reordering is generally attributed to transient conditions, 

pathological behavior, and erroneous implementations. 

(IEEE/ACM Trans. IEEE 1999 For pathological behaviour) 

The proposed TCP variant, or TCP-PR, does not rely on 

duplicate acknowledgments to detect a packet loss.  Mechanisms 

that provide different quality of service by differentiating traffic 

may introduce packet reordering.  Fast retransmission can 

substantially improve TCP performance in the presence of 

sporadic reordering. By using two types of packet reordering. 

That is sender & receiver, we can generate TCP-PR adjusting 

algorithm. That makes TCP more robust to packet reordering. 

The advantage of designing TCP-PR is to provide enhanced 

transport protocol which is suitable for environments that 

exhibits persistent packet reordering (Ref.no: ACM Comput. 

Commun. Rev., IEEE 2002.). The TCP-PR maintains the same 

throughput as typical implementations of TCP (specifically, 

TCP-SACK) and shares network resources fairly. TCP-PR only 

requires changes in the TCP analysis. 

 

    Index Terms—Congestion Control, Packet Reordering, 

Robustness, Throughput, Transport protocols.  

 
I. INTRODUCTION 

The design of TCP’s error and congestion control 

mechanisms was based on the premise that packet loss is an 

indication of network congestion. Therefore, upon 

detecting loss, the TCP sender backs off its transmission 

rate by decreasing its congestion window. TCP uses two 

strategies for detecting packet loss. The first one is based 

on the sender’s retransmission timeout (RTO) expiring and 

is sometimes referred to as coarse timeout. When the 

sender times out, congestion control responds by causing 

the sender to enter slow-start, drastically decreasing its 

congestion window to one segment. Packet reordering is 

generally attributed to transient conditions, pathological 

behavior, and erroneous implementations. For example, 

oscillations or “route flaps” among routes with different 

round-trip times (RTTs) are a common cause for out-of 

order packets observed in the Internet today [2]. Internet 

experiments performed through MAE-East and reported in 

show that 90% of all connections tested experience packet 

reordering. Researchers at SLAC performed similar 

experiments and found that 25% of the connections 

monitored reordered. Mechanisms that provide different 

quality of service (QoS) by differentiating traffic may 

introduce packet reordering. An example of such 

mechanisms is DiffServ [8], which has been proposed to 

provide different QoS on the Internet. In the case of 

Expedited Forwarding, packets receive preferential 

treatment as long as the flow obeys negotiated bandwidth 

constraints. If the flow exceeds these constraints, the 

nonconformant packets are typically dropped. However, an 

alternative to dropping these packets is to lower their 

priority. In this case, the packets will be placed in different 

queues and will likely experience different latency, 

resulting in out-of-order delivery to the final destination. 

While this alternative is atypical, RFC 3246 simply 

specifies that packets should not be reordered; a weaker 

requirement than must not be reordered while packet 

reordering is often considered to be pathological in today’s 

Internet It is actually part of normal operation for a number 

of routers containing parallel paths through the switch. Due 

to the scheduling algorithms used, different packet sizes 

and arrivals times may result in the reordering of packets 

entering on a single interface. While the exact cause of 

packet reordering lies in the details of the scheduling 

algorithm, a more general reason is that parallel paths are 

employed for economic reasons; it is cheaper to build 

multiple moderate speed paths than a single very high-

speed path. The result of seeking this increase in cost 

efficiency is that packets may sometimes be reordered. 

TCP-PR is a transport protocol compatible with multipath 

routing; hence it will not limit the drive for efficiency at the 

lower layers. Beyond router design, there are other areas 

that stand to gain efficiency if multiple paths are permitted. 

For example, load balancing is greatly simplified if single 

flows are permitted to use different paths. When a flow is 

restricted to use a single path, then optimal load balancing 

reduces to an NP-hard integer programming problem but if 

the single path restriction is lifted, then optimal load 

balancing is a simpler linear programming problem. In [7], 

different flows maybe split along multiple paths in order to 

meet QoS requirements. Permitting even single flows to be 

split results in a more efficient use of network resources. In 

the case of MANETs, spreading packets across different 

links also decreases the battery drain on any particular 

mobile node and may increase the lifetime of the network. 

While efficiency is one area that may benefit from 

multipath routing, fault tolerance and security can also be 

improved by utilizing multiple paths. For example, in wired 

networks, multipath routing has been shown to reduce the 

impact of link failures [5]. Similarly, multipath routing can 

increase robustness to eavesdropping by spreading packets 

across different paths, thus forcing the attacker to sniff 

multiple links [5]. Multipath routing can take advantage of 

the considerable path redundancy that already exists in 

today’s Internet. For example, in [6], it was shown that in 

the U.S. Sprint link topology, 90% of Pop pairs are 

connected through at least four distinct paths. In MANETs, 

http://ieeexplore.ieee.org/xpl/RecentIssue.jsp?punumber=90
http://ieeexplore.ieee.org/xpl/RecentIssue.jsp?punumber=90
http://ieeexplore.ieee.org/search/searchresult.jsp?searchWithin=Search_Index_Terms:.QT.Robustness.QT.&newsearch=partialPref
http://ieeexplore.ieee.org/search/searchresult.jsp?searchWithin=Search_Index_Terms:.QT.Throughput.QT.&newsearch=partialPref
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alternate path routing has been an active area of research. 

In [4], it is suggested that alternate paths be found and 

stored in an attempt to anticipate failures in the primary 

path. However, it was shown, that alternate paths may grow 

stale and no longer exist when the primary path fails. One 

way to learn that alternate paths have failed is to send part 

of the data stream along them, as in multipath routing. 

While multipath routing has many advantages, it leads to 

persistent packet reordering. Today’s implementations of 

TCP are not compatible with networks that reorder packets 

and suffer great reductions in throughput when faced with 

persistent packet reordering. TCP’s incompatibility with 

persistent packet reordering has been a major deterrent to 

the deployment of the mechanisms mentioned above on the 

Internet or on other networks in which TCP is prevalent. 

There are a number of methods for improving TCP’s 

performance in packet-reordering prone environments, but 

most of them try to recover from occasional reordering and 

rely on the packet ordering itself to detect drops. However, 

under persistent reordering conditions, packet ordering 

conveys very little information on what is actually 

happening inside the network. In this paper, we describe 

TCP-PR, a transport protocol that performs well under 

persistent packet reordering (Section 3). The key feature of 

TCP-PR is that duplicate ACKs are not used as an 

indication of packet loss. Rather, TCP-PR relies 

exclusively on timeout. Both worst-case analysis and 

Internet traces are used to ensure that the timeout threshold 

is not too small and only actual packet losses cause 

retransmissions (Section IV). Through extensive ns-2 

simulations, we evaluate the performance of TCP-PR, 

comparing it to a number of existing schemes that address 

TCP’s poor performance under packet reordering (Section 

VI). We find that under persistent packet reordering, TCP-

PR achieves significantly higher throughput. We also test 

TCP-PR’s compatibility and fairness to standard TCP 

variants, specifically TCP-SACK (Section 4). In the 

absence of packet reordering, TCP-PR is shown to have 

similar performance and competes fairly with TCP-SACK. 

TCP-PR neither requires changes to the TCP receiver nor 

uses any special TCP header option. Hence, TCP-PR is 

suitable for incremental deployment.  
 

II. RELATED WORK 

As previously mentioned, several mechanisms that 

address TCP’s lack of robustness to packet reordering have 

been recently proposed. This section summarizes them and 

puts TCP-PR in perspective. Upon detecting spurious 

retransmissions, the Eifel algorithm restores TCP’s 

congestion control state to its value prior to when the 

retransmission happened. The more spurious 

retransmissions of the same packet are detected, the more 

conservative the sender gets. For spurious retransmission 

detection, Eifel uses TCP’s timestamp option and has the 

sender timestamp every packet sent. The receiver echoes 

back the timestamp in the corresponding acknowledgment 

(ACK) packets so that the sender can differentiate among 

ACKs generated in response to the original transmission as 

well as retransmissions of the same packet. DSACK 

proposes another receiver-based mechanism for detecting 

spurious retransmission. Information from the receiver to 

the sender is carried as an option (the DSACK option) in 

the TCP header. The original DSACK proposal does not 

specify how the TCP sender should respond to DSACK 

notifications. In [1], a number of responses to DSACK 

notifications were proposed.  The simplest one relies on 

restoring the 1As an alternative to time stamping every 

packet, Eifel can also use a single bit to mark the segment 

sender’s congestion window to its value prior to the 

spurious retransmission detected through DSACK.2 

Besides recovering the congestion state prior to the 

spurious retransmission, other proposed strategies also 

adjust the DUPACK threshold (dupthresh). The different 

dupthresh adjustment mechanisms proposed include: 1) 

increment dupthresh by a constant; 2) set the new value of 

dupthresh to the average of the current dupthresh and the 

number of DUPACKs that caused the spurious 

retransmission; and 3) set dupthresh to an exponentially 

weighted moving average of the number of DUPACKs 

received at the sender. Recently, another scheme that relies 

on adjusting the dupthresh has been proposed. 

 

III. TCP-PR 

As mentioned above, the basic idea behind TCP-PR is to 

detect packet losses through the use of timers instead of 

duplicate acknowledgments. This is prompted by the 

observation that, under persistent packet reordering, 

duplicate acknowledgments are a poor indication of packet 

losses. Because TCP-PR relies solely on timers to detect 

packet loss, it is also robust to acknowledgment losses as 

the algorithm does not distinguish between data (on the 

forward path) or acknowledgment (on the reverse path) 

losses. The proposed algorithms only require changes in the 

TCP sender and are therefore backward-compatible with 

any TCP receiver. TCP-PR’s sender algorithm is still based 

on the concept of a congestion window, but the update of 

the congestion window follows slightly different rules than 

standard TCP. However, significant care was placed in 

making the algorithm fair with respect to other versions of 

TCP to ensure they can coexist. 
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A. The Basic Algorithm 

Packets being processed by the sender are kept in one of 

two lists: the to-be-sent list contains all packets whose 

transmission is pending, waiting for an “opening” in the 

congestion window. The to-be-ack list contains those 

packets that were already sent but have not yet been 

acknowledged. Typically, when an application produces a 

packet it is first placed in the to-be-sent list; when the 

congestion window allows it, the packet is sent to the 

receiver and moved to the to-be-ack list; finally when an 

ACK for that packet arrives from the receiver, it is removed 

from the to-be-ack list (under cumulative ACKs, many 

packets will be simultaneously removed from to-be-ack). 

Alternatively, when it is detected that a packet was 

dropped, it is moved from the to-be-ack list back into the 

to-be-sent list. As mentioned above, drops are always 

detected through timers. To this effect, whenever a packet 

is sent to the receiver and placed in the to-be-ack list, a 

timestamp is saved. When a packet remains in the to-be-ack 

list more than a certain amount of time it is assumed 

dropped. In particular, we assume that a packet was 

dropped at time when exceeds the packet’s timestamp in 

the to-be-ack list plus an estimated maximum possible 

round-trip time   mxrtt. As data packets are sent and ACKs 

received, the estimate mxrtt of the maximum possible 

round-trip time is continuously updated. The estimate used 

is given by 

           Mxrtt:=β x srtt                    

Where is a constant larger than 1 and srtt an 

exponentially weighted average of past RTTs. Whenever a 

new ACK arrives, we update srtt as follows: 

 

  

where  denotes a positive constant smaller than 

, the floor of the current congestion window size, 

and  the  for the packet whose 

acknowledgment just arrived.4 The reason to raise to the 

power  is that in one    the formula in  is 

iterated  times. This means that, e.g., if there were 

a sudden decrease in the then would decrease  by 

  a rate of    

cwnd cwnd per , independently of the current value of the 

congestion window. The parameter can therefore be 

interpreted as a smoothing factor in units of  . As 

discussed in Section IV, the performance of the algorithm 

is actually not very sensitive to changes in the parameters 

and , provided they are chosen in appropriate ranges. 

 
 

IV. SELECTION OF TCP-PR PARAMETERS 

In this section, we discuss the selection of the parameters 

and used in the estimation of the maximum round-trip time 

. When the time elapsed since a packet was sent exceeds 

and its acknowledgment has not yet arrived, TCP-PR 

assumes the packet was dropped and divides the congestion 

window by two .However, there is the risk that if is set too 

low, the algorithm will assume that a packet has been lost 

when it merely experienced a large round-trip time. We 

refer to such events as spurious timeouts. While occasional 

spurious timeouts are of little consequence, throughput may 

suffer severely if they occur too frequently. 

 

TCP-PR and TCP-SACK Normalized Throughput over a 

Single Bottleneck Topology with RED Queue Discipline.  

 

The left-hand figure shows the case of 200 ms round-trip 

propagation delay and a 250 packet queue, while the right-

hand plot shows the case of 20 ms round-trip propagation 

delay and a 25 packet queue. In both cases, the bottleneck 

link bandwidth was 15 Mb/s. 
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V. CONCLUSION & FUTURE WORK 

Simulation Results: The first test was designed to 

compare single path routing and multi-path routing.  It also 

compares TCP to TCP-PR in multi-path routing 

environments.  The topology used for the first simulation is 

below.                                     

 
Blue Links Are 10 Mbps, Green Links Are 5 Mbps.   The 

Results of the Various Test Runs Are Below 

Single Path routing 1, 2, 3, 4, 

C 

3.4 Mbps Throughput 

Round Robin Multi-Path TCP 10.42 Mbps Throughput 

Round Robin Multi-Path 

TCP-PR 

10.42 Mbps Throughput 

Minimal Delay Multi-Path 

TCP 

10.48 Mbps Throughput 

Minimal Delay Multi-Path 

TCP-PR 

10.48 Mbps Throughput 

The project evaluated the performance of TCP-PR, a 

variant of TCP that is specifically designed to handle 

persistent reordering of packets (both data and 

acknowledgment packets). Our simulation results show that 

TCP-PR is able to achieve high throughput when packets 

are reordered and yet is fair to standard TCP 

implementations, exhibiting similar performance when 

packets are delivered in order. From a computational view-

point, TCP-PR is more demanding than TCP-(New) Reno 

but carries essentially the same overhead as TCPSACK. 

• Network parallelism will likely increase in the future:  

 Multipath IP routing 

 Load balancing 

 Use of parallel 10 Gbps links 

• Packet loss has been treated as the main deterrent to 

protocol performance and reordering an anomaly 

• Future protocol design must treat packet reordering on par 

with loss . be resilient and robust to both in order to achieve 

high performance in future networks 

A Linux implementation of TCP-PR is under development 

and is available at[10] 
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