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     Abstract: - Mining sequential patterns is an important 

research issue in data mining and knowledge discovery with 

broad applications. However, the existing sequential pattern 

mining approaches consider only binary frequency values of 

items in sequences and equal importance/significance values 

of distinct items. Therefore, they are not applicable to actually 

represent many real-world scenarios. In this paper, we 

propose a novel framework for mining high utility sequential 

patterns for more real-life applicable information extraction 

from sequence databases with non binary frequency values of 

items in sequences and different importance significance 

values for distinct items. Moreover, for mining high-utility 

sequential patterns, we propose two new algorithms: Utility 

Level is a high-utility sequential pattern mining with a level-

wise candidate generation approach, and Utility Span is a 

high-utility sequential pattern mining with a pattern growth 

approach. Extensive performance analyses show that our 

algorithms are very efficient and scalable for mining high-

utility sequential patterns. Due to the increasing use of very 

large databases and data warehouses, mining useful 

information and helpful knowledge from transactions is 

evolving into an important research area. Frequent Item sets 

(FI) Mining is one of the most researched areas of data 

mining. In order to mining privacy preserving frequent item 

sets on large transaction database efficiently, a new approach 

was proposed in this paper. 
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I. INTRODUCTION 

Sequential pattern mining [1]-[6] discovers frequent 

sequences from a sequence database (SDB). By 

maintaining the order of elements in a sequence, it can 

discover crucial knowledge from SDBs. For example, 

after buying a TV, user X has bought a DVD player 

within one week. After traversing web page W1, user Y 

has traversed web page W2. Therefore, sequential pattern 

mining becomes important in many real-life application 

domains such as market basket data analysis, web usage 

mining, biomedical gene data analysis for detecting a 

disease and producing a drug, telecommunication data 

analysis, stock market, and weather trend prediction. 

Even though sequential pattern mining plays an important 

role in data mining applications, the existing sequential 

pattern mining algorithms [1]-[7] consider only binary 

frequency values of items in sequences and equal 

importance/significance values of distinct items. 

Moreover, they use support measures to detect whether a 

sequence is frequent or not. The support/frequency of a 

sequence is the number of transaction sequences (TSs) 

containing the sequence in the SDB. The problem of 

sequential pattern mining is to find the complete set of 

sequences satisfying a user-given minimum support 

threshold in the SDB. However, this assumption cannot 

truly represent many real-life scenarios. For example, in a 

retail market, each item has a different price/profit value, 

and a user may buy multiple copies of a same item. In a 

web traversal sequence, a user may browse different time 

units in different web pages, and each web page may 

have a different importance/significance. This gives the 

motivation to design a high-utility sequential pattern 

mining framework for SDBs. 

 

A.PRIVACY:  

Privacy is one of the most important properties that an 

information system must satisfy. For this reason, several 

efforts have been devoted to incorporating privacy 

preserving techniques with data mining algorithms in 

order to prevent the disclosure of sensitive information 

during the knowledge discovery. The existing privacy 

preserving data mining techniques can be classified 

according to the following five different dimensions [2]: 

(i) data distribution (centralized or distributed); (ii) the 

modification applied to the data (encryption, perturbation, 

generalization, and so on) in order to sanitize them; (iii) 

the data mining algorithm which the privacy preservation 

technique is designed for; (iv) the data type (single data 

items or complex data correlations) that needs to be 

protected from disclosure; (v) the approach adopted for 

preserving privacy (heuristic or cryptography-based 

approaches). While heuristic based techniques are mainly 

conceived for centralized datasets, cryptography-based 

algorithms are designed for protecting privacy in a 

distributed scenario by using encryption techniques. 

Heuristic-based algorithms recently proposed aim at 

hiding sensitive raw data by applying perturbation 

techniques based on probability distributions. Moreover, 

several heuristic-based approaches for hiding both raw 

and aggregated data through a hiding technique (k-

anonymization, adding noises, data swapping, 

generalization and sampling) have been developed, first, 

in the context of association rule mining and 

classification and, more recently, for clustering 

techniques. 

One step toward this essential process is to provide a 

quantification approach for PPDM algorithms to make it 

possible to evaluate and compare such algorithms. 

However, due to the variety of characteristics of PPDM 

algorithms, it is often the case that no privacy preserving 

algorithm exists that outperforms all the others on all 

possible criteria. Rather, an algorithm may perform better 

than another one on specific criteria like privacy level, 

data quality. Therefore, it is important to provide users 

with a comprehensive set of privacy preserving related 

metrics which will enable them to select the most 

appropriate privacy preserving technique for the data at 
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hand, with respect to some specific parameters they are 

interested in optimizing [6]. For a better understanding of 

PPDM related metrics, we next identify a proper set of 

criteria and the related benchmarks for evaluating PPDM 

algorithms. We then adopt these criteria to categorize the 

metrics. First, we need to be clear with respect to the 

concept of “privacy” and the general goals of a PPDM 

algorithm. In our society the privacy term is overloaded, 

and can, in general, assume a wide range of different 

meanings. For example, in the context of the HIPAA1 

Privacy Rule, privacy means the individual‟s ability to 

control who has the access to personal health care 

information. From the organizations point of view, 

privacy involves the definition of policies stating which 

information is collected, how it is used, and how 

customers are informed and involved in this process. 

Moreover, there are many other definitions of privacy 

that are generally related with the particular environment 

in which the privacy has to be guaranteed. What we need 

is a more generic definition that can be instantiated to 

different environments and situations. 

We focus on an improved distortion process that tries 

to enhance the accuracy by selectively modifying the list 

of items. The normal distortion procedure does not 

provide the flexibility of tuning the probability 

parameters for balancing privacy and accuracy 

parameters, and each item's presence/absence is modified 

with an equal probability. In improved distortion 

technique, frequent one item-sets, and non-frequent one 

item-sets are modified with a different probabilities 

controlled by two probability parameters fp, nfp 

respectively. The owner of the data has a flexibility to 

tune these two probability parameters (fp and nfp) based 

on his/her requirement for privacy and accuracy. The 

experiments conducted on real time datasets confirmed 

that there is a significant increase in the accuracy at a 

very marginal cost in privacy. 

1. Model of Data Miners: 

Two classes of data miners are considered in this 

system. One is legal data miners. These miners always act 

legally in that they perform regular data mining tasks and 

would never intentionally breach the privacy of the data. 

On the other hand, illegal data miners would purposely 

discover the privacy in the data being mined. Illegal data 

miners come in many forms. In this paper, we focus on a 

particular sub-class of illegal miners. That is, in our 

system, illegal data miners are honest but curious: they 

follow proper protocol (i.e., they are honest), but they 

may keep track of all intermediate communications and 

received transactions to perform some analysis (i.e., they 

are curious) to discover private information. 

2.   Randomization Model: 

In each stage the data miner obtains a perturbed 

transaction from a different data provider. With the 

randomization approach, each data provider employs a 

randomization operator R(.) and applies it to one 

transaction t which the data provider holds. 

 

3. New Model 

Data mining process (DM) and Perturbation Guidance 

(PG). When a data provider Ci initializes a 

communication session, PG first dispatches a reference 

Vk to Ci. Based on the received Vk the data perturbation 

component of Ci transforms the transaction t to a 

perturbed one R(t) and transmits R(t) to PG. PG then 

updates Vk based on the recently received R(t) and 

forwards R(t) to the Data Mining process DM. 

4.   Communication Protocol: 

The details of the communication protocol used 

between data providers and data miners are as follows. 

On the side of the data miner there are two current 

threads that perform the following operations iteratively 

after initializing Vk. 

 

Thread of registering Data provider 

R1: Negotiate on the truncation level k with a 

data 

 

provider 

 

R2: Wait for a ready message from a data 

provider 

 

R3: Upon receiving the ready message from a 

data 

 

provider 

 

Register the data provider 

 

Send the data provider current Vk 

 

R4: Goto R1 

 

Thread of Receiving data transaction 

T1: Wait for a (perturbed) data transaction R(t) 

from a 

 

data provider 

 

T2: Upon receiving the data transaction from a 

 

registered data provider, 

 

Update Vk  based on the newly received 

perturbed data 

 

transaction 

 

Deregister the data provider 

 

T3: Goto T1 
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B. Individual privacy 

Typically people think of privacy as protecting 

individual data. Most legal efforts have been directed to 

this end. For example, the European Community 

regulates personal data[9] personal data‟ shall mean any 

information relating to an identified or identifiable natural 

person (‟data subject‟); an identifiable person is one who 

can be identified, directly or indirectly, in particular by 

reference to an identification number or one or more 

factors specific to his physical, physiological, mental, 

economic, cultural or social identity; and specifies that 

data can be kept in a form which permits identification of 

data subjects for no longer than is necessary for  the 

purposes for which the data were collected or for which 

they are further processed. Member States shall lay down 

appropriate safeguards for personal data stored for longer 

periods for historical statistical or scientific use. The key 

element here is “identifiable”: As long as the data cannot 

be traced to an individual, the regulations do not 

apply.9Data mining is efficiently applied to many fields 

like clustering in bioinformatics, association rules in 

market basket analysis, classification in credit scoring, 

time series analysis in financial decision supporting. 

However, the increasing power of computers handling 

huge amount data and malicious usage made data mining 

a risk to privacy of individuals and companies. In Figure 

1 a simple example of privacy problem caused by 

combining information from different sites is given. Zip 

codes of medical records are anonym zed to protect 

disclosure of patient and information in personal website 

and address in yellow pages do not cause a privacy 

problem solely. However, a maciliouinternal human and 

hacker may combine the information in different sites and 

label medical record of patient. 

 
                    

Fig 1.Example of Privacy Problem 

Public sensitivity against data mining increased 

because it is seen a threat to individuals private 

information as shown in the example above. On the other 

hand, data mining is important for efficiently discovering 

knowledge. Privacy preserving data mining arise from the 

need for continue performing data mining efficiently but 

preserving private data or knowledge of individuals and 

companies. It is defined as data mining techniques that 

use specialized approaches to protect against the 

disclosure of private information may involve anonym 

zing private data, distorting sensitive values, encrypting 

data, or other means to ensure that sensitive data is 

protected (Liu 2009). Privacy preserving data mining is 

divided into two major categories: data hiding and rule 

hiding. Data hiding aims to design new protocols to 

perturb, anonymize or encrypt raw data while sensitive 

private data is protected and underlying patterns can still 

be discovered (Subramanian 2008). Rule hiding refers to 

design algorithms is such a way that sensitive rules or 

patterns stay unrevealed while remaining rules or patterns 

can still be mined. The original data is distorted or 

blocked by rule hiding algorithms. 

II. PRIVACY-PRESERVING METHODS   

Our basic approach to preserving privacy is to letur 

basic approach to preserving privacy is to let users 

provide a modified value for sensitive attributes. The 

modified value may be generated using custom code, a 

browser plug-in, or extensions to products such as 

Microsoft's Passport (http://www.passport.com) or 

Novell's DigitalMe (http://www.digitalme.com). We 

consider two methods f 

A. Value-Class Membership  

In this method, the values for an attribute are 

partitioned into a set of disjoint, mutually-exclusive 

classes. We consider the special case of dlscretization in 

which values for an attribute are discredited into 

intervals. All intervals need not be of equal width. For 

example, salary may be discredited into 10K intervals for 

lower values and 50K intervals for higher values. Instead 

of a true attribute value, the user provides the interval in 

which the value lies. Discretization is the method used 

most often for hiding individual values. or modifying 

values [10]: 

B. Value Distortion  

Return a value zi + r instead of zi where r is a random 

value drawn from some distribution. We consider two 

random distributions: 

a. Uniform: The random variable has a uniform 

Distribution, between [-a, + a]. The mean of    the random 

variable is 0. 

b. Gaussian: The random variable has a normal 

distribution, with mean p = 0 and standard deviation o" 

[11]. 

We fix the perturbation of an entity. Thus, it is not 

possible for snoopers to improve the estimates of the 

value of a field in a record by repeating queries [12]. 
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III. RELATED WORK 

In (Agrawal et al) [6], efficiency issues in privacy 

preserving mining are addressed. They monstrated that it 

is possible to bring the efficiency to well within an order 

of magnitude with respect to direct mining, while 

retaining satisfactory privacy and accuracy levels. This 

improvement is achieved through changes in both the 

distortion process and the mining process of MASK 

(Mining Associations with Secrecy constraints), resulting 

in a new algorithm called EMASK (Efficient MASK). In 

(Kun Liu et al) [7], the following problem is discussed. 

Suppose there are N organizations O1, O2…ON; each 

organization Oi has a private transaction database DBi. A 

third party data miner wants to learn certain statistical 

properties of the union of these databases I N i=1 

DB_These organizations are Comfortable with this, but 

they are reluctant to disclose their raw data. How could 

the data miner perform data analysis without 

compromising the privacy of the data? 

In this scenario, the data is usually distorted and its 

new representation is released; anybody has arbitrary 

access to the published data. The authors provide 

randomized multiplicative data perturbation technique to 

solve some of the problems of additive random 

perturbation. The authors in [8] used an efficient updating 

technique in privacy preserving frequent item set mining, 

and an incremental algorithm called IPPFIM (Incremental 

Privacy Preserving Frequent Item set Mining) is 

proposed. 

IV. IMPROVEDDISTORTION ALGORITHM 

We propose an extension to the so called distortion 

technique MASK (Mining Associations with Secrecy 

Constraints) proposed in [13]. Accuracy and Privacy are 

typically contradictory in nature in the sense that, 

improving one normally incurs a cost in the other. The 

distortion approach proposed in [2] aimed at providing as 

much privacy as possible at the same time maintaining 

good accuracy in mining results. This method does not 

provide the flexibility of tuning the probability 

parameters for balancing privacy and accuracy 

parameters, and each item's presence/absence is modified 

with an equal probability. Our approach further improves 

the distortion technique to provide better accuracy while 

keeping the privacy also as an important factor. In our 

improved distortion technique, frequent one item sets are 

modified with a lesser probability (fp), and non-frequent 

one item sets are modified with a greater probability 

(nfp). The owner of the data has a flexibility to tune these 

two probability parameters (fp and nfp) based on his/her 

requirement for privacy and accuracy. Another advantage 

of our distortion method is that any off-the-shelf 

algorithms can be used to find the frequent item sets from 

the distorted database without any modification. So the 

time taken to mine the distorted database is same as that 

of the original database. Some of the previous distortion 

algorithms assume that the transactions are stored as 

bitmap files consisting of 0s and 1s. We apply distortion 

procedure not on the bitmap file but on the item-list 

representation of the database which is common 

representation for transactional databases. Each 

transaction is dynamically converted into a bitmap before 

distortion, and converted back to item-list representation 

before being stored on to the disk. So our solution is also 

space efficient, since much less space is consumed by a 

database (especially if the database is sparse) when it is 

represented as item lists rather than large bitmap. 

A. Solution Framework: 

Let „I‟ be a set of „n‟ items {a1, a2 …an} and „T‟ be a 

set of transactions {t1, t2 …tn} where each transaction ti 

is a subset of „I‟. Each transaction can be considered to be 

a random Boolean vector X = {Xi}, such that Xi is either 

0 or 1. Xi = 1 (or 0) indicates that the transaction 

represented by X (does not) include(s) the item ai. We 

generate the distorted vector from this transaction by 

computing Y = distort(X ) where Yi = Xi Å Ri _ and Rj _ 

is the complement of Ri, a random variable with density 

function f (R) = Bernoulli( p) , (0£ p£ 1) (1) i.e., Ri takes 

a value 1 with probability p and 0 with probability (1 - p). 

Each bit in the vector X is flipped with a probability of p. 

In normal distortion scheme [13], each bit is distorted 

with equal probability. But in optimal distortion 

technique frequent items are distorted with one 

probability, and nonfrequent items are distorted with a 

different probability. This is to ensure that good accuracy 

is achieved even after distortion. These two probability 

parameters can be tuned as per the user's requirements for 

privacy and accuracy.  

B. Distortion Algorithms: 

Let Bitmap[1...n] contains a bitmap representation of a 

transaction ti and p be the distortion 

probability.Convert_to_bitmap( ) converts an item-list of 

a transaction to a bitmap. get_random_double ( ) 

generates a random real number between 0 and 1 with 

uniform probability. 

C. Normal Distortion Algorithm: 

The normal distortion algorithm changes every item 

with an equal probability say p. 

 Algorithm 1 Normal Distortion 

For i _ 1 to m 

Bitmap _ Convert_to_bitmap (ti) 

For j _ 1 to n 

Rand_num _ get_random_double () 

If Rand_num > p 

Bitmap[i] _ (Bitmap[i]+1)%2 

D. Improved Distortion Algorithm: 

The improved distortion algorithm changes frequent 

items with a less probability (fp) and non-frequent items 

with a greater probability (nfp). The values of fp and nfp 

can be changed by the user. This algorithm makes two 

scans over the entire database. In first scan the supports 

are calculated for each item, and stored in an array. Let 

freqs [1…n] stores the frequencies of all the items and 

supp be the minimum support. In the second scan, the 
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actual distortion process takes place as per the following 

algorithm.  

Algorithm 2 Improved Distortion 

For i _ 1 to m 

Bitmap _ Convert_to_bitmap (ti) 

For j _ 1 to n 

Rand_num _ get_random_double () 

If freqs[j]< supp & bitmap[j]=0 

If Rand_num > nfp 

Bitmap[j] _ (Bitmap[j]+1)%2 

Else 

Rand_num _ get_random_double () 

If Rand_num > fp 

Bitmap[j] _ 0 

V. CONCLUSION 

An improved distortion technique for privacy 

preserving frequent item set mining is proposed. Two 

probability parameters (fp and nfp) are introduced. Better 

accuracy values can be obtained by tuning these two 

parameters with a minor reduction in privacy. This 

algorithm produces the best results when the fraction of 

frequent items among all the available items is less. The 

distortion technique proposed in this paper assumes that 

transactions are stored in the file as item-lists rather than 

Boolean arrays which saves the disk space and hence 

enhances the performance of the algorithm by reducing 

the disk access time. The database distorted through our 

distortion technique will provide reasonably accurate 

results without reconstruction. 
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