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Abstract— In this paper we will introduce a new design for a 

random key generator as a new technique to implement 

steganography. The proposed algorithm is LFSR-based stream 

cipher. The simplicity of the design derived from using of four 

small LFSR, three XOR gates, and a single 3 to 1 multiplexer on 

the content of an 8-stage LFSR. The sequence (result) from that 

generator will used as map (secret key) for selection the target 

place, within the pixel of the cover image itself as well as to 

encrypts the secret message. The selection of the cover itself not 

only based on statistical criteria, but also adaptive learning model. 

Because we have to optimize the selection of the image from huge 

database and allow hash function (md5) to play role in mapping 

inside every band. 

 

Index Terms—Steganography, linear feedback shift registers 

(LFSR), Hash function (MD5). 

I. INTRODUCTION 

  Information hiding represents a class of processes used to 

embed data into various forms of digital data such as image, 

audio, and video. In digital images the information hiding 

applications could be divided into two groups depending on 

the relationship between the embedded message and the cover 

image [1].The first group is formed by steganography 

application in which the message has no relationship to the 

cover image and the cover image plays the role of a decoy to 

mask the very presence of communication. The content of the 

cover image has no value to the sender or the decoder.  

 

In this typical example of a steganographic application for 

covert communication, the receiver has no interest in the 

original cover image before the message was embedded. 

Thus, there is no need for lossless data embedding techniques 

for such applications. The word steganography comes from 

the Greek name "steganos" (hidden or secret) and "graphy" 

(writing or drawing) and literally means hidden writing. 

Steganography uses techniques to communicate information 

in a way that is hidden [2], [3]. 

 

The second group of applications is frequently addressed as 

digital watermarking. In a typical watermarking application, 

the message has a close relationship to the cover image. The 

message supplies additional information about the image, 

such as image caption, ancillary data about the image origin, 

author signature, image authentication code, etc. While the 

message increases the practical value of the image, the act of 

embedding inevitably introduces some amount of distortion 

 
 

[5].Both   steganography and watermarking describe 

techniques that are used to imperceptibility convey message 

by embedding it into the cover image. But steganographic 

methods are interested in extracting the message, so usually 

it’s not robust against modification of the image. 

Watermarking, as opposed to steganography, is used for 

authentication and has the additional requirement of 

robustness against possible attacks [6], [7]. 

A. Linear feedback shift register (LFSR) 

A shift register whose input bit is a linear function of its 

previous state. The most commonly used linear function of 

single bits is XOR. Thus, an LFSR is most often a shift 

register whose input bit is driven by the exclusive-or (XOR) 

of some bits of the overall shift register value [4].The initial 

value of the LFSR is called the seed, and because the 

operation of the register is deterministic, the stream of values 

produced by the register is completely determined by its 

current (or previous) state. Likewise, because the register has 

a finite number of possible states, it must eventually enter a 

repeating cycle.[8] However, an LFSR with a well-chosen 

feedback function can produce a sequence of bits which 

appears random and which has a very long cycle. 

 

B. Applications of LFSRs [4], [5]. 

• Generating pseudo-random numbers. 

• Generating pseudo-noise sequences. 

• Fast digital counters. 

• The mathematics of a cyclic redundancy check, used 

to provide a quick check against transmission errors, 

are closely related to those of an LFSR. 

• Cryptography 

• Now we use it in steganography. 

II. PROPOSED RANDOM KEY GENERATOR 

We have here four LFSR that we will use as random key 

generator to provide the map that implements the information 

hiding. The Figure 1 shows the main component of this 

generator. The random key generator consists of two parts: 

the driving part and the combining part. The driving part 

consists of three LFSR's of length 29, 30, 31 stages for each. 

The tapping stages are (31, 3), (30, 23), (29, 27), each of these 

feedback functions produce a maximal period. These registers 

are initialized using a special procedure will be explained 

later. The combining part consists of a single LFSR of length 

8 stages with a feedback function defined by the tapping (8, 5, 

3). 
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Fig.1. Component of Generator 

 

A. Initialization Procedure  

The proposed generator is consists of four LFSR's of 

lengths 31, 30, 29 (the driving part), LFSR (the combining 

part), which means that there are 98 stages need to be 

initialized before the generator start working. The 

initialization procedure starts by reading fourteen character as 

seed key (or secret key) of the random generator. Each 

character is converted to its ASCII value (7 bits), the result is 

98 bits fed the LFSR's 32, 30, 29 and 8 respectively. 

 

B. Generator work 

After the initialization procedure work the generator will 

be ready to produce the semi-random output keys. The 

driving          part produce three bits (b0, b1, b2), one from 

each LFSR (as           shown in figure). The output of the 

driving part is fed to the            combining part as an address 

calculated by the following formula:  

 

 
 

The value adr is used as an address to address on the 

combining part as shown in Figure 2: 

 

 
 

Fig.2. Addr Part  of Generator 

 

C. Proposed algorithm 

1. Read the image (cover) pixels values. 

2. Divide the cover image into set of groups (2x 8) 

pixel. 

3. Separate the R, G and B band of each pixel. 

4. Extract hash value (MD5) for the red band for the 

odd (blocks-1) the final odd block will contain the 

secret message length. 

5. Use MD5 values to determine the selected pixel for 

each block. 

6. Read a seed key (k) of size 14 characters 

7. Encrypted seed key (k)using (max interval  

algorithm) to get secret key ,sk such that   sk=E(k),    

where length (sk)=length(k) 

8. Code secret key (sk) into binary of 7 bit 

representation of each char (14*7=128 bit) 

9. Feed all LFSRs with length of 31, 30, 29, and 8 

respectively. 

10. Turn on the generator and on each turn we obtain 

three bits (b0, b1, b2) from the driving part that 

used to addressing Combining part by the Equation. 

.                    

 

11. Grasp the bit which addressed by adr from the 

combining part and store it in one dimensional 

array (oput). 

12. Generator will stop when we reach length (oput) 

x3, because every three bit will from oput will use 

to hide one bit from the secret message. 

13. Divide oput into blocks of three bits, and get the 

mapping using the following equation. 

      

14. Use the adroput value to find which one of the three 

LSB will use as place for embedding. 

III. TEST SAMPLES 

Some of text files and audio files were used as test samples 

to study the performance of the suggested system. The 

specifications of the test text files are shown in Table (1). The 

specifications of the cover images files are shown in Table 2. 

Table 1 the tested text samples 

 

Name 
Size 

(KB) 

Forma

t 

Data 

Type 

Text1 55.1 TXT Text 

Text2 48.4 TXT Text 

Text3 7.35 TXT Text 

 

Table 2 the tested cover image samples 
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Name 
Size 

(pixel) 
Format Data Type 

Test1 512X512 BMP Image 

Test2 512X512 BMP Image 

Test3 300X300 BMP Image 

 

IV. MEASUREMENT QUALITY AFTER HIDING 

To measure the quality of the stego-image we apply 

objective and subjective measurement on the selected images 

as shown in the following Table 3. 

Table 3 the tested cover image samples 

 

V. CONCLUSION 

   The main conclusions from designing and 

implementation of the proposed system are:  

 

1- The automatic proposed hiding system deals with 

people who have not skill in computer sciences.  

2- By using hiding method and extracted the message at the 

receiver site, we guarantee the secure communication 

between sender and the recipient.  

3- By using encryption and decryption method we can 

provide more security to the proposed system.   

4- The size of the secret message is very important role 

invisibility of stego image.  

5- The complexities of the LFSR, MD5 increase the 

security level. 

6- The objective quality measurement is preferred on the 

subjective measurement due to the randomness of 

LFSR sequence.  

VI. FUTURE WORK 

There are some suggestions for future work which can be 

taken to improve the proposed system. These suggestions are:  

 

1. Encryption of the secret message by using other 

encryption methods can also be used for future increase the 

security of hiding algorithm.  

2. Apply fuzzy logic and build optimization function to 

select the proper image from huge database. 

3. Improvement of the proposed system to deal with the 

other types of image such as JPEG, GIF, etc.  

4. Developing the proposed system by using new technique 

to hiding secret message data to replace the LSB technique 

such as DCT technique. 
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